Intel  Makes  Anotlier  Run  at  Smartphones 
Helping  Techies  Show  Enthnsiasin  Mobile's  Real-time  Appeal 
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Reliability  for  your  growing  business. 
Expertise  you  can  depend  on. 

The  IBM  System  x3650  M3  Express®  server  with  the  latest  Intel®  Xeon®  processor  5600 
series  offers  you  the  reliability  to  run  business-critical  workloads.  Its  comprehensive 
system  management  tools  constantly  monitor  the  health  of  the  system  and  help  you 
easily  diagnose  an  impending  issue.  The  reliable  x3650  M3,  with  the  valuable  expertise 
of  IBM  Business  Partners,  can  help  you  to  confidently  run  your  business. 

Rated  No.  1  in  Server  Customer  Satisfaction  by  TBR  for  the  8"' consecutive  quarter.' 
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Upstart  Mobile  OS  Tizen  Previews  Code 


“user  experience,"  will  be  able  to  mcpve  among 
the  devices  that  Tizen  supports. 

The  software  is  to  be  included  in  a  variety 
of  devices,  horn  smartpbones  and  tablets  to 
smart  TVs,  netbooks  and  irevehicle  informa- 
tkm  systems.  Intel  said  in  September  that  it 
planned  to  back  the  project,  after  deciding  to 
cut  support  for  the  MeeGo  operating  system. 

Tlzen's  alpha  release  is  targeted  at  smart¬ 
phones  and  tablets,  and  it  “runs  on  the  PC 
emulator,"  accoiding  to  the  project’s  website. 
“We  will  have  full  source  code  for  smart¬ 
phones,  tablets  and  additional  devicejs],  with 


ing  group.  When  Tizen  was  announced  m 
September,  backers  said  the  first  release  would 
be  available  in  the  first  quarter  of  this  year, 
with  Tizen-based  devices  expected  in  mid-zoiz. 

A  group  called  the  Tizen  Association  was 
set  up  to  guide  development  of  the  software 
platf^;  representatives  of  Intel,  NTT 
DoCoMo  and  other  companies  are  on  its 
board  of  directors. 

Intel  hasn’t  abandoned  Android.  The  vendor 
is  working  with  Motorola  on  Android  devices 
built  with  its  Atom  chips. 

-  /ohnKibeni). 
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THE  BEST  VALUE 
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Superior  Website  Availability 
with  1&1  Dual  Hosting 

Your  website  is  simultaneously 
hosted  in  2  locations  in  our 
geo-redundant  data  centers! 


1&1  BUSINESS 


YOUR  PRIVACY  IS  IMPORTANT.  WE  AGREE. 

That's  why  at  1&1,  all  domains  come  with  FREE  Private  Domain  Registration  to  protect  your 
name,  address,  phone  number  and  e-mail  from  spammers  and  identity  thieves. 
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1-877-461-2631  www.1and1.com 
1-855-221-2631  www.1and1.ca 
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Intel  Launches  New 
Push  Into  Mobile 

The  chip  maker  has  partnered  with  Motorola  and 
Lenovo  in  a  new  effort  to  get  into  the  smartphone 
business.  By  Sharon  Gaudin  and  Agam  Shah 


INTEL  y  OVED  to  defend  its  turf  —  and  possibly  its  futi 
—  by  inking  deals  to  supply  next-generation  Atom  chi 
smartphone  makers  Motorola  and  Lenovo. 

The  agreements,  armounced  this  month  at  the  Con 
Electrooics  Show  in  Las  Vegas,  mark 

Intel’s  latest  eCbrt  to  enter  the  burgeon-  - 

ing  —  and  lucrative  —  smartphone  market, 
where  most  devices  currently  feature  chips 
designed  by  ARM  Holdings. 

Dan  Okis,  an  analyst  at  Gabriel  Consult¬ 
ing  Group,  said  that  while  Intel  still  sells 
hundreds  of  million  of  ch^  a  year,  ARM 
partners  like  Nvidia,  Samsung,  Texas  In¬ 
struments  and  Qualcomm  are  shipping  bil¬ 
lions  of  “increasingly  sophisticated  devices" 
that  are  built  with  ARM  chips. 

Under  the  agreements,  Lenovo  and  Mo¬ 
torola  will  release  smartphones  based  on 


of  the  smartphone  processor  market  is  close  i 
too%,  the  Intel-based  phones  will  need  appli 
develt^ts,  carrier  support  and  positive  tevie 
from  independent  analysts,  Moorhead  added 
Intel  has  so  far  fallen  flat  in  attempts  to  en 


hungry,  which  prompted  LG  to  scrap  plans  for  the 
first  Intel-based  smartphone. 

Intel  also  partnered  two  years  ago  with  Nokia  to 
develop  the  Linux-based  MeeGo  operating  system 
for  smartphones,  but  the  Finland-based  handset 
maker  abandoned  the  effort  last  February  and 
instead  adc^ited  Microsoft’s  Windows  Phone  OS. 

Mike  Bell,  vice  president  and  g^eral  manager 
of  Intel’s  mobile  wireless  group,  said  battery  life 
for  devices  running  the  Atom  Z2460  chip  will  be 
up  to  ei^t  hours  for  3G  voice  calls,  up  to  six  hours 
for  high-definition  video  and  up  to  five  hours  for 
3G  browsing,  with  a  standby  time  of  14  hours. 

The  Z2460  will  also  be  able  to  vary  its  perfor¬ 
mance  based  on  the  user’s  demands;  it’s  designed 

formance  isn’t  needed  and  deliver  a  burst  when 
demand  mcteases.  Bell  said  that  feature  should  be 
especially  useful  for  tablets,  which  the  £2460  is 
also  designed  to  tun. 

Analysts  have  said  the  Medfield  chips  should 
become  mote  power-efficient  as  Intel  advances  its 
manufacturing  technology.  If  so,  Intel  could  pose  a 


i  r  .  i[  (  you  have  to 
be  better  enough'  i 


The  Z2460  chip  is  now  made  using  the  32-nanometer  process. 
Intel  could  build  chips  that  are  much  more  energy-efficient  using 
the  22nm  process  it  uses  for  laptt^i  chips. 

Rob  Enderle,  an  analyst  at  Enderle 

_ _  Group,  said  Intel’s  deals  with  major 

IT  industry  companies  like  Motorola 
and  Lenovo  could  indicate  that  the 
n^w  Medfield  chip  can  meet  the 
evolving  needs  of  smartphone  users. 

The  Atom  Z2460  “is  competitive,” 
said  Enderle.  “But  when  dealing  with 
an  entrenched  market,  you  don’t 
need  to  be  just  competitive  —  you 
have  to  be  better  enou^  to  get  the 


SIMPLIFY 

your  move  to  the  cloud,  viriualization, 
and  big  everything  with 
HP  Converged  Storage. 


Reduce  cost  and  speed  deployment  with  the 
power  of  server  and  storage  convergence. 


With  HP  storage,  you  con: 

•  Gc-  ,’Drage  o-a 


See  how  HP  storage  can  enr.-.incirc-  bo^ 
between  storage  and  the  lerr  '  '  G.' 

now  at  hp.com/storage/5CI 


Or,  scon  this  QR 
code  with  your 
mobile  device. 


Oracle  Move  Could 
Push  Rivals  Toward 
Big  Data  Bundles 

Analysts  say  Oracle’s  delivery  of  a  Hadoop 
appliance  could  force  IBM,  HP  and  SAP  to 
follow  suit.  By  Jaikumar  Vijayan  and  Joab  Jackson 


The  shipping  of  Oracle's  Big  DaU  Appliance  earlier  this 
month  could  pressure  major  rivals  like  IBM,  Hewlett- 
Packard  and  SAP  to  come  up  with  Hadoop  o&rings 
that  tightly  bundle  hardware,  software  and  other  tools, 
analysts  say. 

On  the  day  the  appliance  shipped,  Oracle  announced  that  its 
new  offering  will  run  Cloudera’s  Apache  Hadoop  implemenution 
and  management  software. 

The  tightly  bundled  Big  Data  Appliance  includes  Sun  server 
hardware  — 18  Linux-based  x86  Sun  servers  with  216  processor 
cotes,  864GB  of  working  memory  atrd  648TB  of  raw  disk  storage 


The  Oracle  system  is  designed  to  manage  and  analyze 

I  data  sets,  such  as  telemetry  data,  click-streatp  data  or 

other  log  data,  that  are  too  large  or  ate  otherwise  unsuit¬ 
able  for  keeping  in  databases,  Menninget  said. 

i  James  Kobiehis,  an  analyst  at  Forrester  Research,  said  if 

IT  managers  do  in  &ct  take  to  the  bundled  Hadoop  system, 
the  other  top  tech  vendors,  many  cl  which  have  already 
spent  considerable  sums  on  big  data  research  and  develop¬ 
ment,  could  be  pushed  to  follow  suit.  “[Multiple  bundled 
systems  would  te]  good  for  the  market.  It  gives  customers 
a  choice  of  commercially  available  products,"  he  added. 

Most  enterprise  Hadoop  deployments  have  so  for  been 
custom  bulk  iff  internal  IT  engineers  —  companies  had 
to  buy  the  hardware,  license  the  software  and  integrate  it 
on  their  own,  Kobielus  noted. 

Kobielus  said  the  growing  popularity  of  the  open- 
source  Apache  Hadoop  framework  should  in  time  help  to 

.  further  increase  the  number  of  packaged  big  data  options 

available  to  IT  managers. 

Menninger  said  Oracle’s  unexpected  decision  to  use  the 
Cloudera  implementation  of  Hadoop  could  prove  beneficial  to 
corporate  users  —  and  Oracle.  When  Oracle  first  announced 
the  appliance,  it  was  expected  to  run  an  Oracle  distribution  of 
Hadoop,  he  said. 

The  selection  of  an  established  implementation  means  that  the 
vendor  won’t  have  to  “fi^  to  estabiisb  another  distribution,”  Men¬ 
ninger  added.  “If  Oracle  had  created  its  own  distribution,  it  would 
have  given  the  competitors  a  potential  weakness  to  exploit."  • 
Jackson  is  a  reporter/br  die  IDG  News  Service.  Chris  Kanaracus  0/ 


tHiiis  would  bel  good  for  the  market.  It  gives  customers  a 
Illy  available  products. 
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importance  is  Understood,  but  Enterprises  Faii  Short  Putting 
Anaiytics  to  Work. 

In  today's  increasingly  competitive  global  environment,  the  need  for  solid  analytics 
is  crystal  clear.  After  all,  business  leaders  thoroughly  understand  the  importance  of 
embracing  proven  technologies  that  not  only  provide  the  organization  with  agility  and 
flexibility,  but  also  yield  better  decision  support  by  optimizing  access  to  and  analysis  of 
real-time  data.  This  need  is  only  intensifying  as  data  points  continue  to  climb. 


This  is  confirmed  in  a  recent  survey  by  IDG  Research 
Senrices,  where  at  least  seven  out  of  10  respondents 
said  better  planning  and  forecasting  (77  percent), 
improving  customer  loyalty/retention  (75  percent), 
and  identifying  cost  drivers  (71  percent)  are  veiy,  if 
not  critically,  important  business  outcomes.  Also,  68 
percent  of  respondents  report  they  rely  heavily  on 
analytics  and  reporting  capabilities  to  improve  plan¬ 
ning  and  forecasting  for  their  business. 

Assessing  the  Environment 
While  FT  leaders  dearly  understand  the  benefits  asso¬ 
ciated  with  an  analybes-based  business  environment 
the  survey  also  highlights  a  disconnect  between 
understanding  the  importance  and  actual  practice. 

■people  have  no  problem  utilizing  analytics  on  a  small 
scale,  but  they  are  not  sure  how  you  go  about  doing 
it  or  \«hat  level  of  resource  investment  is  required 
to  make  it  a  success  on  a  large  scale,"  says  David 
Wiseman,  director  of  business  development  with 
Sybase,  an  SAP  (Ximpany  and  a  leading  provider  of 
specialty  analytic  database  solutions.  There  are  also 
concerns  around  whether  or  not  the  organization  has 


Meeting  Expectations 

Regardless  of  the  obstacles,  the  key  to  achieving  antic¬ 
ipated  results  is  to  start  with  an  architecture  capable 
of  meeting  all  of  these  needs  and  requirements  vs. 
something  that  is  specialized  to  meet  each  individual 
need.  This  is  where  a  well-designed  specialty  analytics 
database  excels,  explains  Wiseman. 

"It  will  allow  you  to  embed  predictive  modeling  and 
analytics  into  the  database  vs.  setting  up  a  separate 
system,  it  will  also  allow  you  to  bring  in  unstructured 
information  including  documents,  text  and  web  infor¬ 
mation  into  one  reposHory,"  he  says.  "Vbu  can  have 
the  best  front-end  system  available,  but  without  a 
dependable  engine  you  won’t  go  anywhere." 

Bottom  Lino:  Although  a  disconnect  between  under¬ 
standing  and  reality  exists  today,  there  is  hope  With 
a  well-planned  approach  and  a  willingness  to  grow 
with  support  from  proven  leaders,  an  analytics-fuelled 
environment  can  become  a  reality  in  most  any  organi¬ 
zation.  This  can  seem  like  a  very  compiicated  process 
using  very  advanced  technologies,"  he  says.  "However, 
systems  have  evolved  to  a  point  where  it  te  actually 
something  manageable  where  all  types  of  organiza¬ 
tions  across  all  industries  can  achieve  success." 


As  with  any  opportunity,  organizations  face  chal¬ 
lenges  when  making  an  investment  in  this  area. 
According  to  the  research,  cost  as  well  as  inadequate 
staffing  and  skills  for  big  data  analytics  systems  are 
the  biggest  hurdles  fOr  current  analytics  and  reporting 
approaches.  Budget  restrictions  also  surfaced  as  a 
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Get  started  today,  call  1-877-461-2631 
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THE  GRILL  |  JOHN  A.  BENANTI  AND  DONALD  STANTON 
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We  now  can  track  patients  from 
the  [incident]  site  to  when  they 
get  to  the  emergency  room. 


DONALD  STANTON,  ASSISTANT  COMMISSIONER. 


Continued  from  page  10 

Tc«  mt  alMNit  tke  Fin  DtpartmcM  Opeiatioiis  center 

(FDOO.  Stanton:  It's  built  out  with  IT  and  radio  capa¬ 
bilities.  Before  9/11,  it  was  more  of  a  notibcation  center. 
But  right  now,  we  get  video  feeds  into  the  center.  We 
get  helicopter  feeds  from  NYPD.  We  have  agreements 
with  a  number  of  news  stations  to  su|^ly  their  raw  heli¬ 
copter  feeds.  We  have  connections  to  the  [Metropolitan 
Transportation  Authority]  and  high-tech  connections  to 
Homeland  Security. 

Bcnanti:  For  example,  |duringthe2009landingofa 
jet  on  the  Hudson  River],  we  were  able  to  watch  all  the 
feeds  and  were  monitoring  operations  from  the  FDOC. 

Stanton:  We  have  a  lot  of  different  people  who  could 
be  involved  in  a  rescue  operation.  We  had  people  on  the 
scene  managing  the  incident,  but  we  were  able  to,  from 
here,  look  at  the  feeds  and  see  how  we  were  picking  up 
people.  People  here  might  have  been  able  to  see  some¬ 
thing  that  you  couldn’t  pick  up  on  the  scene.  In  a  mass 
casualty  inddent,  we  now  can  track  patients  from  the 
site  to  when  they  get  to  the  emergency  room. 


documented  and  then  do  extensive  testing  to  m 
the  application  is  working  properly. 

Nenanti:  For  the  most  part,  a  need  will  be  idei 
by  the  uniformed  staff.  They’ll  work  with  the  te< 
ogy  people,  who  are  almost  all  civilians,  to  best  I 
need.  We  have  a  prrqect  management  office  that 


How  are  tablets  usedintlieficld?Stantan:[>uringthe 

9/u  incident,  fire  units  were  tracked  on  a  manual  board, 
and  when  the  buildings  came  down,  we  lost  that  inforina- 
tion.  We  can  use  the  tablets  to  electronically  track  these 
units,  and  it’s  backhauled  to  the  fire  operations  center. 

What  othw  key  pieccf  Of  tednelogy  have  VON  deployed 
that  you  omsWerparticulaftycitticalTBeiunU^ 

updating  our  field  unit  building  inspections.  We  never 
had  all  our  building  information  in  one  database,  so  we 
created  a  data  warehouse  solely  for  building  inspec¬ 
tion  information.  That’s  now  all  in  that  system  along 


coming  up  with  a  code  and  program  to  do  inspections 
by  risk.  The  data  warehouse  can  shoot  out  what  the 
biggest-risk  buildings  ate.  The  higher-risk  buildings  will 
be  looked  at  first.  We’re  piloting  this.  We  also  devel¬ 
oped  an  automatic  vehicle  location  system.  We  put  this 
technology  into  the  [computer-aided  dispatch]  system, 
so  when  [callers]  say  where  they  ate,  there’s  software  in 
the  dispatch  system  that  allows  us  to  find  the  best  routr 
for  the  right  ambulance  to  get  to  that  location.  And  we 
just  finished  installing  kiosks.  They’re  basically  PCs  in 
the  firehouse,  a  latger-screen  PC.  We  had  PCs  for  the 
officers,  but  now,  by  putting  them  in  each  of  the  kitch¬ 
ens,  firefighters  can  get  on  and  receive  training. 

your  field?  Benanth  One  thing  we  haven’t  been  able 
to  do  is  track  a  firefighter  within  a  building.  We  have 
tracking  technology  but  we’re  not  aUe  to  track  them 
[vertically].  The  Z  is  the  vertical  coordinate,  and  that 
hasn’t  been  developed  yet.  Once  we  get  the  Z  coortU- 
nate,  that’s  a  huge  piece  for  the  fire  department. 
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stop  Backing  Up. 

Start  Solving  Forward. 


If  you  want  your  company  to  be  on  the  forefront  of  the 
rapidly  changing  IT  landscape,  CommVault*  Simpana*  9 
can  show  you  the  way.  Simpana  software  has  solved  the 
data  and  information  management  needs  of  over  15,000 
companies,  and  can  fnodernize  your  IT  environment  utilizing 
our  unique  single^platform  approach  and  latest  innovations: 

■  Edge  Data  Protaction-Unprotected  data  on  laptops  and 
remote  desktops  leaves  businesses  exposed.  Empower 
your  mobile  workers  and  protect  critical  edge  data. 

■  Strategic  Archive-Backup,  archive  and  reporting 
converge,  allowing  IT  operations  to  soar  and  costs 
to  plummet. 

•  SnapProtact*  Tachnoiogy-Modemize  your  backup  and 
recovery  operations  by  leveraging  our  singleialatform 
software  with  array-biased  snapshots. 

■  Virtual  Server  Protectioti-Accelerate  server  virtualization 
by  removing  data  protection  roadblocks  and  flawlessly 
bridge  your  physical  and  virtual  environments. 


Attend  the  SolveForward 
2012  Virtual  Event  on 
February  1st  to  learn 
about  the  potential  of 
Simpana  9  software's 
single-platform  solutions. 

Register  today  at 

wwwxommvaultxom/ 

registerme 
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THE  NEW  RULE'S  FOR 


To  be  successful 
today,  enterprise 
software  must 
be  more  user- 
friendly,  get 
updated  more 
often,  and  offer 
users  outside  your 
company  more 
transparency  than 
ever  before. 

BYMINDAZETLIN 


An  insurance  company  decided  to 
roil  out  an  application  for  its  sales 
reps.  The  new  app  would  give  them 
a  wider  selection  of  products  to  offer 
customers  wdien  out  in  the  field. 
Information  on  those  products  was 
stored  in  a  legacy  mainframe  system, 
so  the  company  created  a  Web  inter¬ 
face  that  let  reps  query  the  database 
to  get  details  on  offerings. 

The  new  interface  did  give  access 
to  product  information,  but  it  was  neither  intuitive  nor 
easy  to  use.  “There  were  long  drop-down  lists,  and  it 
was  very  form-oriented,”  says  Alex  Adam(^)oulos,  CEO 
of  Emergn,  a  consulting  firm  that  woffced  with  the 
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iPad  App  Improves  Customer  Service 


AN  DEPLOVING  a  user-friendly  enterprise  application  solve 
customer  service  problems?  - 
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Mike  Croucher 
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insurance  company.  “There  were  many,  many  fields  and  pages  and 
pages  of  content  on  each  product.  The  salespeople  were  strug¬ 
gling  to  find  the  right  types  of  data  and  there  was  no  way  to  do  an 
advanced  search.  There  was  also  no  way  to  do  a  what-if  scenario — 

you’d  have  to  do  it  offline  with  a  spreadsheet-based  application." 

Around  the  same  time,  a  second  insurance  company  serving  the 
same  market  also  decided  to  launch  an  app  for  its  fold  reps.  This 
time,  there  was  no  legacy  system  to  query,  so  the  company  started 
from  scratch,  licensing  off-the-shelf  software.  “It  was  a  database 
that  came  60%  or  70%  baked,”  says  Adamopoulos.  “The  rest  was 
customizable  and  could  be  changed  in  response  to  user  feedback.” 

The  first  company  should  beware  of  the  second  company  and  its 
more  user-friendly  app,  he  says.  “The  difference  is  customer  experi¬ 
ence,  and  it’s  going  to  be  huge,"  he  notes.  “The  licensed  software 
will  give  salespeople  the  ability  to  quickly  create  a  portfolio  of 
products  that’s  suited  to  the  client.  They’ll  be  looking  at  the  same 
types  of  data,  but  they’ll  be  able  to  control  it  and  shape  it  any  way 
th^  need  to.”  That  n^t  provide  a  serious  competitive  advantage, 
since  the  actual  products  the  two  companies  offer  are  quite  similar. 

“We’ve  done  work  with  both  companies,”  Adamopoulos  says. 
“We  keep  telling  the  legacy  one  that  they  should  look  at  creating 
a  more  user-friendly  experience.  They  don’t  think  it’s  necessary. 
They  will  a  year  from  now,  when  they’re  losing  market  share.” 

“It  used  to  be  that  you’d  set  up  a  server  with  databases  and  put 
nodes  on  a  netwoik.  Users  would  have  limited  capability,”  says  Joe 
Fuller,  aO  of  Dominion  Enterprises,  which  creates  both  print  and 


we  would  print  operations  manuals  that  were  rqxiated  once  a  year. 
People  would  go  to  trainings  to  learn  how  to  use  the  software,  and 


they’d  sit  there  with  their  manuals  next  to  them.  Today,  you’d  be 
wasting  your  time  printing  ink  on  paper,  and  your  applications  had 
better  be  user-firiendly  ermu^  that  people  can  figure  them  out.” 

It’s  a  simple  lesson,  and  one  that  IT  departments  everywhere 
need  to  absorb:  The  old  rules  for  enterprise  applications,  both 
those  built  in-house  and  those  licensed  from  vendors,  don’t  work 

Some  IT  leaders  lament  the  consumerization  of  IT,  in  which  em¬ 
ployees  arrive  in  the  workplace  bearing  the  mobile  devices  of  their 
choice,  with  the  expectation  that  they’ll  be  able  to  use  them  to  do 
their  jobs.  This  means  that  whatever  applications  IT  deploys  need 
to  run  smoothly  on  a  wide  range  of  operating  systems  and  screens, 
but  the  challenge  doesn’t  end  there.  In  addition  to  being  platform- 
agnostic,  today’s  enterprise  apps  must  be  as  user-friendly  and 
inviting  as  those  found  in  a  mobile  ap)  store  in  order  to  entice  users 
who,  increasingly,  can  choose  whether  or  not  to  bother  with  them. 

Here’s  a  look  at  the  new  rule  brxjk. 

Rule  No.  1:  Make  It  Appealing 

It’s  a  pli^-and-play  world,  and  no  company  wants  to  invest  its 
money  and  employee  time  in  lengthy  or  even  brief  software 
training.  Even  if  your  company  does  want  to  spend  money  on 
training,  you  may  have  a  hard  time  getting  people  to  show  up. 

A  recent  survey  by  Swedish  ERP  vendor  IPS  revealed  that  many 
employees  will  simply  bypass  enterprise  software  they  find  user- 
unfriendly  or  not  intuitive.  Rather  than  uke  the  time  to  learn 
how  it  works,  they’ll  come  up  with  elaborate  woricarounds  involv¬ 
ing  Microsoft  Excel  or  other  consumer  software. 

And  if  your  employees  won’t  put  up  with  an  app  that’s  not 

Continued  on  page  i8 
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intuitive,  just  think  how  much  harder  it  will  be  to  get  external 
users  to  aiipt  it.  Because,  like  it  or  not,  in  today’s  world,  your 
largest  user  base  may  well  be  outside  your  company.  “Typically, 
in  a  business  strategy  for  application  development,  you  need  to 
consider  three  user  groups;  BaB,  BaE  (employee)  and  BaC  (con¬ 
sumer).”  says  Bill  Clark,  an  analyst  at  Gartner. 

He  recalls  going  through  the  calculations  with  one  insurer  that 
was  plaiming  a  mobile  app.  The  company  had  a,50O  employees,  and 
another  i,a50  independent  insurance  ;^nts  using  its  network,  he 

about  5%  had  accessed  the  website  from  a  mobile  device.  "That's 
175,000  people!"  Clark  says.  “In  reality,  more  customeis  will  touch  a 
mobile  web^  than  every  employee  in  the  organization,  atrd  every 


With  no  way  to  force  th^  outside  users  to 
accept  your  applicatiort,  or  even  control  what 
kind  of  device  they  use  to  access  it,  ITs  only 
recourse  is  to  create  irresistible,  user-friendly 
apps  that  work  well  on  all  commonly  used 
browsers  and  mobile  devices.  “Everyone  has 
the  expectatioo  that  they'll  have  access  to 
whatever  application  they  need  via  what¬ 
ever  device  they  want  to  use,"  Fuller  says. 
“Anywhere  they  can  have  a  Web  browser,  they 
expect  to  get  to  the  application  and  do  what 
th^  need  to,  whether  from  a  smartphone, 
tablet,  netbook  or  notebook  PC." 

What  does  it  take  to  create  applicatioos 
people  love?  Whether  you’re  targeting  intetnal 


Everyone  has  the 
exp^thmthat 
theyll  have  access  to 
whatever  application 
they  need  via 
whatever  device  they 
want  to  use. 


"There’s  a  change  in  the  skill  sets  we’re  using," 
notes  Mike  Ccoucher,  head  of  IT  archhectitre 
and  delivery  at  British  Airways.  “We’re  using  a 
lot  more  creative  designets  for  the  hront  end,  people 
who  think  about  color  palette  and  user  inter^. 

There  are  more  graphic  designers  and  media  people.” 

Indeed,  when  British  Airways  rolled  out  its  new 
Enhanced  Service  app  for  the  iPad,  the  company 
carefully  selected  an  eye-catching  design  even 
though  in-flight  crew  members  would  be  the 
only  ones  to  see  it  “The  front  end  has  a  very  arty 
pietttre  of  the  front  of  a  cabin  crew  uniform  and 
the  tie,"  Ctoucher  says.  “Bringing  that  kind  of  vi¬ 
sualization  makes  it  look  professional.  Don’t  lose  the  oppmtunity 
to  think  about  the  artwotk  that  goes  into  an  app."  (See  “British 
Airways’  iPad  App  Improves  Customer  Service,"  page  16.) 

Rule  NO.  2:  Make  It  Transparent 

As  the  insurance  conqnrry  with  the  legacy  interface  may  soon  learn, 
in  today’s  business  wodd,  informatioa  is  king,  and  the  more  infor¬ 
mation  your  employees  can  obtain  quickly,  the  more  competitive 
advarttage  you  can  gaitt.  And  that  data  has  to  be  up-totbe-minute. 

"People  want  more  real-time  data  than  ever  before,"  says  Jim 
Dusoe,  owner  of  Net  DaU  Design  Innovations  and  a  software  de- 

are  and  what  the  process  is.  A  lot  of  that  has  become  doable  over  the 
last  three  years,  where  our  processing  is  powerful  enough  to  supply 
it.  In  the  past,  we  might  not  have  had  a  full  batch  process,  but  we 


could  limit  updates  to  once  a  day.  Whereas  now  we’re  getting  closet 
and  closer  to  a  state  where  when  I  touch  something  here,  everyone 
else  using  the  application  sees  it  immediately." 

Given  the  quantity  of  data  that  people  need  to  absorb  quickly  these 
days,  users  especially  like  information  pesented  in  a  gra^ic  form, 
he  adds.  “Data  visualization  is  a  huge  piece  of  this.  Being  able  to 
create  charts  and  paphs,  and  use  some  sort  of  database  analytic  tools 
to  delve  into  the  data,  and  discover  trends  that  weren’t  visible  before 
—  there’s  a  huge  call  for  all  of  that  in  enterprise  applications.  That’s 
probably  the  sin^  biggest  push  Fve  seen  recently,’’  says  Dusoe. 

The  need  for  more  detailed  and  fresher  information  isn’t  limited 
to  internal  users.  Customers  and  business  partners  increasin^y 
expect  deep  insight  into  neatly  everything  your  compatry  does.  "We 
build  applications  for  customers,  and  those  customers,  the  vice  pres¬ 
idents  in  charge  of  software,  want  to  know 
exactly  where  that  supply  chain  is,"  notes 
Jonathan  Rende.  vice  pesident  and  general 
manager  at  HP  Application  Transformation 
Ptodu^  "They  want  to  know  when  things 
will  be  deliveted,  and  if  they’re  not  going  to  be 
deUveted,  why  not.  They’re  looking  for  greater 
granularity  in  their  view  of  the  process." 

Fulfilling  those  expectations  isn’t  easy,  he 
adds.  “TTie  corrqJexity  of  providing  that  infor¬ 
mation  is  huge.  We  literally  have  to  integrate 
our  external  user  applications  into  many  more 
data  sources  than  we  did  before,"  says  Rende. 

Lest  you  think  this  trend  is  confined  to  the 
high-tech  wreU,  Adamopoulos  reports  seeing 
a  shift  across  all  industries.  “Customers  want 
coturol  of  the  process.  They  don’t  want  to  be 
limited  in  what  they’re  aUe  to  do,  and  some 
companies  are  (^}ening  up  tlie  kimono  and 
saying, ’We’ll  make  our  apps  as  useful  to  you  as 
they  are  internally  to  us,’ "  The  reason,  he  says,  is  that 
companies  that  give  customers  maximum  access 
gain  advantage  over  more  reticent  competitors. 

Ailmittedly,  the  thought  of  letting  nonemployees 
delve  deep  into  networks  and  databases  will  likely 
give  the  average  IT  executive  a  bad  case  of  heart¬ 
burn.  Won’t  that  create  unacceptable  security  risks? 
And  even  regulatory  violations  in  some  cases? 

Obviously,  it  makes  no  sense  to  give  outsidets 
access  that  puts  data  and  network  security  at  unac¬ 
ceptable  risk,  Adamopoulos  says.  But  at  the  same  time,  security  and 
regulatory  concerns  should  not  become  the  reason  for  a  blanket  “no" 
to  all  outrider  data  access.  “If  you  don’t  have  what  I  call ’legacy  think¬ 
ing,’ you  start  asking  what  it  (foes  make  sense  to  make  available  to 
outsidas,”  he  says.  “Maybe  HIPAA  doesn’t  allow  access  to  this  part 
of  the  data,  but  what  parts  can  you  share?" 

Besides,  as  Dusoe  notes,  even  restricting  all  data  to  employees 
only  is  no  guarantee  of  safety.  "You  could  still  have  a  disgruntled 


r  Dominion  Enterprises,  which  collects  vast  amount  of  data 
on  behalf  of  customers,  the  Apple  model  suggests  a  useful  solu¬ 
tion,  Fuller  says.  That  is,  supply  an  API  in  a  controlled  environ¬ 
ment,  allowing  customers  to  build  the  functionality  they  need. 
“Our  customers  are  becoming  more  and  more  demanding  about 
having  visibility  into  their  data,”  be  says.  “We're  looking  at  creat- 


Of  an  Unfriendly  App 


USER-FRIENDLY  INTERFACE  is  paramount 
if  you  want  employees  and  external  users  to 
adopt  an  enterprise  application.  ■ 


tomers  can  build  against  them  too.  If  they  want  to  do  something 
with  their  data  other  than  our  prepackagwi  application,  we’ll  give 
them  that  API.  In  the  past,  our  customers  didn’t  know  what  an 
API  was  —  our  industries  are  not  particularly  cutting-edge.  But 
now  customers  are  beginning  to  request  and  expect  th^.” 

Rule  No.  3:  Update  It  Often 

There  was  a  tune  when  updates,  upgrades  or  any  sort  of  changes 
to  the  software  used  at  work  were  met  with  a  general  groan.  But 


stone,  and  then  the  rieselopers  would  work  on  it  arid  release  it” 
Now,  he  says,  that  way  of  working  is  “turned  on  its  heart”  Instead, 
he  and  other  experts  favor  an  agile  development  approach,  in  which 
new  application  versions  are  routinely  released  every  other  wedt 
with  user  input  sou^t  between  rdeases.  ”We  make  incremental 

changes,”  he  says.  “And  because  the  software  is  doud-basert  there’s 

not  the  hassle  ci  sending  out  disks.  You’ve  tested  each  version  thotr 
oughly,  so  you  just  push  it  out  to  users.  And  their  expectatkxi  is  that 
it’s  OK  to  have  changes.  The  re^ronse  is ’What  does  this  do?  Ut’s 
try  that!’ instead  of ‘Oh  no,  you  changed  my  interface!’ ” 

In  fact,  Cioucher  says,  it’s  a  gpod  idea  to  experiment  with  differ¬ 
ent  user  interfaces,  changing  them  fterpiently.  British  Airways  even 
conducts  an  in-app  form  of  A/B  testing,  in  which  some  users  are 
given  one  inteif^  veision,  and  other  users  are  given  another,  to 
see  which  works  better.  "You  need  to  get  that  segregation  of  back¬ 
end  functionality  and  business  services,  which  need  to  be  correct, 

■  and  ftont  end,  where  you  can  be  more  experimental,”  he  says. 

That  doesn’t  mean,  however,  that  yrru  should  expect  the  back 
end  to  remain  static.  While  you  may  not  want  to  make  changes 
on  an  every-two-weeks  schedule,  it’s  likely  impossible  to  create 

truly  user-friendly  and  appealing  apps  without  overhauling  the 

und^ying  functions  and  databases. 

In  British  Airways’ case,  that  meant  changing  the  way  fares 

urday  stay-oveis  and  many  other  elements  were  nearly  impossible 
for  customers  bocddng  tickets  online  to  understand.  “It  never  made 
sense  why  SMne  fares  were  more  than  others,”  Croucher  says. 

There  was  no  way  to  do  that  by  improving  or  changing  the  user 
interface  alone.  “We  learned  from  our  custmnets  that  you  have  to 
simplify  the  back  end  overall,”  he  says.  “If  a  process  is  too  complex, 
you  can’t  make  a  simple  and  user-friendly  interface  for  it," 

And  if  you  can’t  make  a  simple  and  user-friendly  interface, 
you’re  sunk.  With  mobile  devices  proliferating,  screens  in  every 

direction,  and  more  and  more  competition  for  mindshare,  the 
time  when  you  could  count  on  anyone  stopping  to  learn  an  ap¬ 
plication  is  over.  As  Fuller  puts  it,  “You  have  to  be  aware  that  the 

user  today  has  a  very  short  attention  span."  ♦ 
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ing  APIs  so  that  not  only  can  we  build  against  tlicni.  but  our  cus¬ 
tomers  can  build  against  them  too.  If  the)  want  to  do  somcihing 
with  their  data  other  than  our  prepackaged  application,  wc'll  give 
them  that  API.  In  tile  past,  our  customers  didn't  know  what  an 
API  was  —  our  industries  are  not  particularly  cutting-edge.  But 
now  customers  are  beginning  to  request  and  expect  them." 

Update  It  Often 

There  was  a  time  when  updates,  upgrades  or  any  sort  of  changes 
to  the  software  used  at  work  were  met  with  a  general  groan.  But 
that  time  is  svell  behind  us.  These  days,  employees  expect,  and 
even  want,  frequent  updates  to  the  applications  they  use. 

■'That's  been  a  really  dramatic  change  in  the  industry,"  Fuller 
says.  "Google's  probably  leading  the  way,  with  their  incremen¬ 
tal  changes  released  nearly  every  week.  You  don't  know  wlien 
they're  coming  —  you  go  to  the  interface  and  h's  different.  And 
more  than  90%  of  the  time,  it's  better." 

He  adds.  “We  used  to  use  the  waterfall  method.  We  would  create 
a  specifications  document,  argue  ahoui  it  until  it  was  etclied  in 
stone,  and  then  the  developers  would  work  on  it  and  release  it." 
Now,  he  says,  that  way  of  woiking  is  '  turned  on  its  head."  Instead, 

he  and  other  experts  favor  an  agile  develcpment  approach,  in  which 

new  application  versions  are  routinely  released  every  other  week, 

1  with  user  input  sought  between  releases.  "We  make  incremental 
changes.”  he  says.  “And  because  the  software  is  cloud-based,  there's 


simplify  the  back  end  overall,"  he  says.  "If  a  process  is  loo  complex, 
you  can't  make  a  simple  and  user-friendly  interface  for  h." 

And  if  you  can't  make  a  simple  and  user-friendly  interface, 
you're  sunk.  With  mobile  devices  proliferating,  screens  in  every 
direction,  and  more  and  more  competition  lor  mindshare.  the 
time  when  you  could  count  on  anyone  slopping  to  learn  an  ap¬ 
plication  is  over.  As  Fuller  puts  it.  “You  have  to  be  aware  that  the 
user  today  has  a  very  short  attention  span."  • 

Zetiin  is  a  technology  w’riler  and  cinauthor  o/The  Geek  Gap:  th  hy  Business 
and  Technology  Professkmals  Don't  Understand  Each  Other  and  Why 
They  Need  Each  Other  to  Survive.  Conion  her  at  inindo@g«-l«opxwn. 
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IT  Says 
Yes 


Highly  skilled,  highly  disciplined 
and  highly  adaptive,  veterans  are 
showing  their  mettle  on  IT  staffs 
nationwide,  by  tracy  mayor 


WHEN  PRESIDENT  OBAMA  challenged 
the  private  sector  last  year  to  hire 
100,000  unemployed  veterans  by 
the  end  of  2013,  he  shared  the  stage 
with  companies  that  have  some  of 
the  largest  IT  workforces  in  the  United  States  —  among 
them  Hewlett-Packard,  AT&T,  Siemens,  Honeywell,  Ac¬ 
centure  and  Microsoft. 

To  address  the  disproportionately  high  rate  of 
unemployment  (12.1%)  among  veterans,  the  federal 
government  now  ofers  tax  credits  for  companies  that 
hire  unemployed  post-9/11  veterans  or  their  spouses.  In 
addition,  the  administration  has  established  resources 
to  help  businesses  identify  and  hire  returning  service 
people,  and  it  provides  vets  with  tools  to  translate  their 
military  experience  into  business  skills  that  are  more 
readily  recognized  by  corporate  America. 

Given  the  IT-centric  nature  of  many  of  the  corpora¬ 
tions  that  pledged  to  esublish  or  expand  their  veteran- 


CAREERS 


team  accomplishments  elver  individual  achievements  —  “and  it 
was  difficult  to  exactly  explain  what  1  had  done  in  the  military." 

Rawlings  had  expertise  in  networking,  but  the  military 
networks  she  woik^  on  have  many  mote  components  than 
civilian  systems.  Among  other  thiiigs,  they  might  incorporate 
technology  called  Blue  Force  Tracking,  a  GPS-based  system  for 
identifying  forces  in  the  field.  "It  was  hard  to  make  all  these 
other  devices  I  was  working  with  sound  applicable"  in  a  civilian 
setting,  Rawlings  says. 

But  she  succeeded,  receiving  an  ofier  from  Humana  shortly 
after  she  separated  from  the  Army.  She  is  currently  part  of  a  team 
that  provide  security  consulting  services  to  business  unit  leaders. 
"Whra  they  have  a  business  function  that  needs  to  happen,  we 
make  sure  they  achieve  their  goals  securely,”  she  explains. 


Dennis  Thoma 

MiliTanv  EXPERIENCE:  US.  Airforce, 
19B5-1998,  noncommissioned  t^ccr. 
Specialized  in  electronics  intelligence /or 
the  Air  Force  Space  Command;  served  in 
Colorado,  Nebrusfea,  Spain  and  Italy. 
CIVILIAN  ROLE:  IT  manager  (responsible 
for  18  project  managers)  at  Progressive 
Casually  fnsurance,  Cleveland. 


As  a  veteran  and  as  a  manager  who  has  veterans  reporting 
to  him.  Dermis  Tboma  says  military  experience  teaches  two 
concepts  that  are  key  to  IT:  the  need  for  strong  security  and  the 


Security  in  particular  is  in  the  military's  DMA,  Thoma  points 


translates  easily  to  companies  that  do  business  with  the  Depart¬ 
ment  of  Defense  —  but  not  as  easily  to  mainstream  corporate 
operations.  For  that  reason,  he  picked  up  Project  Management 
Professional  (PMP)  certification  followring  his  discharge,  a  move 
he  recommends  to  veterans  as  a  way  of  validating  that  their  mili¬ 
tary  skills  will  cross  over  to  the  civilian  side. 


Jimmy  Lamz 

MILITARV  E.XPERIENCE  U.S.  Naval  Academy,  Class  of  ZOOS-  U.S. 
Navy,  2005-2011;  sur^ce  warfare  officer,  served  as  first  lieutenant  on 
a  cruiser  and  as  navigator  on  a  frigate,  both  out  o/Mayport  Naval 
Station;  deployed  to  the  Horn  of  Africa,  Persian  Gulf  and  the  western 
coast  of  South  America. 

CIVILIAN  ROLE  Member  of  the  sales  and  marketing  development 
program  at  Siemens  Energy,  Jackson,  Miss. 

After  10  years  in  the  Navy,  Jimmy  Lamz  was  ready  for  a 
change.  With  a  wife  and  two  young  children,  he  didn’t  want  to 
deploy  again,  yet  the  economy  was  in  shambles. 

Lamz  set  to  work  trying  to  translate  a  decade's  worth  of  highly 
skilled  military  experience  into  layman’s  terms,  which  was  “kind 
of  a  scary,”  he  says.  “Some  skills  translate  [easily]  and  some  don’t." 

Lamz  graduated  from  the  Naval  Academy  in  2005  with  a 
degree  in  IT,  but  the  course  of  study  was  heavy  on  engineering 
as  well.  “I  took  thermodynamics,  electrical  engineering,  [calcu¬ 
lus]  and  physics  alongside  more  computer-sdence-type  courses 
like  networking  and  other  IT-type  classes,”  he  relates. 

At  a  career  fair,  he  made  contact  with  Orion  International, 
a  recruiting  firm  that  speciahzes  in  mUitary  placements,  and 
Orion  put  him  in  touch  writh  Siemens  Corp.,  which  has  a 


Nicholas  Riggins 

MILITARY  EXPERIENCE:  US.  Air  Force,  2001-2008.  tmffic  manage¬ 
ment  officer  in  the  Logistics  troop;  stationed  at  Andreuis  Air  Force 
Base  (home  of  Air  Force  One)  and  Cannon  Air  Force  Base,  Clovis. 
N.M.;  supervised  coigo-moving  processes  and  personal-property- 
moving  processes. 

CIVILIAN  ROLE:  Veterans  vocational  evaluotor.  Operation  Indepen- 


tractive:  He  had  supervised  a  staff  of  10  mechanics  responsible 
for  five  helicopters  that  cost  $20  million  each,  and  he  was  then 
working  toward  a  degree  in  apfdied  mathematics  at  a  well- 
respected  college. 

“There’s  a  big  difference  there,"  Norton  says.  “You  accrue 
some  amaring  attributes  through  your  military  service;  you  just 

can’t  always  put  a  name  on  them."  ♦ 


of  dear  foak  and  objectives.’’ 
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Cyberumbrella 

^ More  companies  are  taking  out  insurance  policies 
to  protect  against  cybercrimes.  Here’s  why  IT’s  input  is  critical,  by  mary  k.  pratt 


IF  YOUR  COMPANY  were  hit  with  a  cyberattack  today, 
would  it  be  able  to  foot  the  bill?  The  entire  bill,  includ¬ 
ing  costs  from  regulatory  fines,  potential  lawsuits, 
damage  to  your  oiganizations’ brand,  and  hardware 
and  software  repair,  recovery  and  protection? 

It’s  a  question  worth  careful  consideration, 
given  that  the  price  of  cyberattacks  is  rising  at 
an  alarming  rate.  The  second  annual  Cost  of 
Cyber  Crime  study,  released  last  August  by  the 
POnemon  Institute,  reported  that  the  median 
annualized  cost  of  cybeicrime  for  a  company  is  $5.9  million  — 
a  56%  increase  from  the  zoio  median  figure. 

A  growing  number  of  insurance  companies  are  ofifering  policies 
that  provide  protection  in  the  event  of  data  breaches  arrd  other 
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malicious  hacks.  But  they’re  havitrg  some  difficulty  making  many 
sales  —  in  part  because  the  cost  of  premiums  can  be  staggering. 

Lawyers  arrd  irrforrrration  secirrity  leaders  say  many  executives 
mistakenly  believe  that  standard  corporate  insurance  policies  or 
general  liability  policies  covet  losses  related  to  hacking,  or 
that  their  cyberpolicies,  if  they  have  them,  will  cover  all 
costs  related  to  a  breach.  Most  of  the  time,  they  won’t. 

A  February  20tr  paper  by  Forrester  Research  arralyst 
Khalid  Kark  indicates  that  many  corrrparries  are  still  tryirrg 
to  urrderstarrd  the  basics  of  these  policies,  which  are  o%red 
by  such  carriers  as  ACE  USA,  Chubb,  The  Hartford  and  St.  Paul 
Travelers  Cos.  The  most  common  questions  revolve  around  what 
types  of  polices  are  out  there,  what  they  covet,  how  to  select  the 
right  policy  and  whether  such  insurance  is  even  needed. 


typically  do  make  insurance  decisions  have  not  customarily 
sought  out  their  IT  counterparts  for  advice. 

Yet,  IT’s  input  is  crucial  when  it  comes  to  deciding  whether  to 
purchase  cyherinsurance  and  determining  what  coverage  to  buy, 
security  experts  say. 

“The  IT  people  and  the  risk  peo[^  desperately  need  to  get  to¬ 
gether  to  talk  about  risk  in  terms  of  information  technology  and  the 
likelihood  and  outcomes  of  a  breach.”  says  Don  Fergus,  an  IT  risk 
consultant  and  2012  chairman  of  the  IT  Security  Oxmcil  for  the 
security  professionals  organization  ASIS  International. 

What'S  Covered,  What’s  Not 

Some  companies  purchase  standard  insrrrance  policies  and  think 
they're  fully  protected,  not  realizing  that  the  policy  might  cover 
physical  property  but  not  inungihles.  For  example,  a 
property  insurance  policy  would  cover  the  cost  of  a 
server  smashed'up  by  a  disgruntled  em¬ 
ployee,  but  it  wouldn’t  cover  the  company’s 
liability  for  failing  to  perform  a  service  for 
a  client  as  a  result  of  the  server  downtime. 

LiabiUty  insurance  generally  offers  pro¬ 
tection  from  lawsuits  or  claims,  birt  Fergus 
points  out  that  general  liability,  errors  and 
omissions,  and  directors  and  officers  liabil¬ 
ity  insuratKe  policies  will  not  cover  claims 
arising  from  electronic  data  loss  or  lack  rf 
access  to  that  dau. 

Ken  Goldstein,  vice  president  of  Chubb 
Group  of  Irrsurance  Cos.  in  Warren,  N.J., 
explains  that  cyherinsurance  falls  into 
two  general  buckets.  The  first  bucket 
covers  costs  associated  with  third-party 
liabilities  —  that  is,  claims  from  other 
organizations.  And  the  second  covets 


PticewaterhouseCoopers.  Therefore,  companies  must  ensure 
they  follow  the  best  information  security  practices  few  their 
industries,  he  says. 

IT  leaders  should  then  determine  potential  threats,  the  likeli¬ 
hood  that  they  will  occur,  and  how  such  threats  will  impact  the 
organization  if  they  do  happen."You  can’t  insure  [correctly]  if  you 
don’t  understand  the  risks,"  Lobel  explains. 

Not  all  companies  —  or  all  IT  departments  —  ate  comfortable 
with  this  level  of  self-scrutiny,  points  out  ASIS  Intematiooal’s  Fergus. 
“There  is  a  head-in-the-sand  kind  of  view."  he  says.  “IT  people  may 
know  they’re  vulnerable,  but  they  don’t  want  to  write  it  down." 

Sticker  Shock 

Even  companies  that  have  done  their  due  diligence  can  be  in  ftir  a 
jolt,  Fergus  says.  “They  go  out  to  the  [insurance] 
carriers,  and  they  get  sticker  sbodc"  That’s  because 
cyberliability  insurance  can  cost  $7,000 
to  $40,000  per  million  dollars  of  loss.  And 
with  losses  possibly  totaling  in  the  tens¬ 
or  even  huridteds  —  of  millions,  a  policy 
that  covers  such  costs  can  carry  a  stagger¬ 
ing  price  tag. 

Deciding  how  much  coverage  to  buy 
can  be  tricky..  Too  little,  and  you  donY 
cover  yoirr  exposure.  Too  mucK  and  you 
face  the  prospect  of  sky-high  premi¬ 
ums.  In  Towers  Watson’s  2011  Risk  and 
Finance  Manager  Survey,  61%  of  the  re- 
sportding  companies  that  were  carrying 
network  liability  policies  said  that  they 
had  bought  $10  million  to  $49.9  million 
in  coverage  limits;  only  8%  had  pur¬ 
chased  policies  with  $50  rrrillioo  pr  more 
in  coverage  limits. 


The  IT  people  and  the 
risk  people  desperately 
need  to  get  together 
to  talk  about  risk  in 
terms  of  information 
technology  and  the 
likelihood  and  outcomes 
of  a  breach  occurring. 

DON  FERGUS,  IT  RISK  CONSULTANT 


first-party  expenses  and  losses  —  that 
is,  damage  to  your  own  orgarrizatiotL 

Additionally,  policies  ate  available  that  cover  other  costs,  such  as 
third-party  notification  and  PR  expenses. 

Of  course,  companies  can  purchase  policies  to  address  both 
first  and  third  patties,  so  they’re  coveted  for  a  range  of  sce¬ 
narios  —  from  the  cost  of  notifying  customers  whose  data  was 
breached,  to  the  cost  of  hiring  a  forensic  IT  team,  to  even  the  cost 
of  extortion  and  ransom  demands,  Goldstein  says. 

IT  Pros  as  Insurance  Experts? 

Companies  considering  a  policy  need  to  determine  exactly  what 
coverage  they  need  and  whether  it  makes  sense  to  pay  the  pre- 
miurrts  associated  with  that  coverage,  says  Eric  J.  Sinrod,  a  San 
Francisco-based  partner  at  national  law  firm  Duane  Morris. 

That’s  where  IT  comes  in.  An  organization’s  risk  management  and 
legal  firlks  understand  the  language  of  insurance  riders  and  exclu¬ 
sions,  but  no  one  is  better  equipped  to  understand  and  articulate  an 

it  “The  aO  is  on  the  fioot  lines  in  dealing  with  inftwmation  systems 
and  should  know  about  actual  and  pcterrtial  problems,"  says  Sitrod. 

Insurance  companies  will  want  to  know  what  security  exists 


Some  companies  take  a  look  at  the  cost 
of  coverage  and  balk.  Others  worry  about 
payouts,  particularly  in  light  of  a  few  high-profile  cases  in  which 
the  insurer  and  the  organization  filing  a  chum  wound  up  in 
court.  Sony  and  the  University  of  Utah  were  among  the  organiza- 

Hord  Tipton,  executive  director  of  the  nonprofit  International 
Information  Systems  Security  Certification  Consortium,  says  his 
organization  doesn’t  carry  cyberinsurance.  Companies  that  do, 
he  contends,  may  become  lax.  “A  company  should  not  let  compla¬ 
cency  set  in  just  because  they  are  insured,"  he  warns. 

More  important,  Trpton  maintains,  insurance  couldnY  help 
his  organization  recover  the  most  valuable  asset  it  could  lose  in  a 
breach;  its  reputation. 

Chubb’s  Goldstein  counters  that  logic,  saying  companies  might 
find  that  they  can  survive  the  hit  to  their  reputation  only  to 

realize  that  the  costs  of  repairing  other  damage  will  do  them  in. 

As  he  points  out,  “You’d  hate  to  assume  you’d  be  out  of  business 
because  of  reputatfonal  damage,  only  to  find  what  sunk  you 
wasn’t  the  reputation  but  the  cost  of  the  liability."  • 

Pratt  is  a  Computerworld  coniribulit^  writer  in  Waltham.  Moss. 
Contact  her  ot  maryltpratt@verizon.net. 
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Security^^ 

T  Maric^er’s  i 

Journal 

You  Can’t  Secure  Every  Home 


WE  RECENTLY  deployed 
RSA  SecurlD  softmre 
authentication  tokens 
to  reidace  the  hardware 
toke^wehadbeen 
using  to  provide  strong  authentication 
for  remote  access  via  a  VPN  client.  Hatd- 


that  their  hardware  tokens  will  no  longer 
be  operational,  some  of  them  started 
aski^  for  software  tokens  to  be  installed 
on  their  home  PCs  and  Macs.  Clearly, 
they  had  been  taking  advantage  of  the 
fact  that  the  hardware  tdrens  could 
be  used  with  any  computer.  Our  VPN 


Trouble 

Ticket 


using  a  personally  owned  device.  If  such 
an  employee  were  to  leave  the  company, 
out  intellectual  property  could  easily  go 
with  him. 

For  good  measure,  let’s  throw  in  the 
risk  of  license  compliance  issues. 

Help  Desk  Too  Helpful 

while  employees  might  not  be  aware 
that  they  shouldn't  be  connecting  to  the 
network  from  their  own  PCs,  out  help 
desk  personnel  should  know  that,  right? 
Truth  is,  they’ve  been  helping  employees 


you  have  a  chance  to  learn  about  some 
scary  practices  that  had  been  going  on 
without  your  knowledge. 

For  example,  once  employees  got  word 


to  inspect  any  personal  device,  even  if 
that  device  is  connected  to  out  network. 
In  addition,  laws  ate  vague  in  some  states 
and  countries  regarding  our  alxiity  to 


secure  method  of  remote  access,  such  as 
a  virtual  desktop  environment  or  a  sand¬ 
boxed  VPN,  1  will  hold  the  line  against 
these  sorts  of  exceptions.  ♦ 

This  week's  journal  is  written  by  o  reol  secu¬ 
rity  numager,  “Mathias  Tbumiaii,”  whose 
name  and  emplt^r  have  been  disguised  for 
obvious  reasons.  Contact  him  at  mathios. 


UOur  help  desk  has  been  helping  employees 
install  the  VPN  dient  on  their  home  PCs. 


k  OPINION 


The  ‘Low  Affect’  Effect 


Unlike  US, 
nongeeks  don’t 
recognize  hard 
work  as  an 
expression  of 
enthusiasm. 


IN  MY  EXPLORATION  OF  THE  DIFFERENCES  between  technical  and 

business  people,  nothing  surprised  me  more  than  this;  Business  people 
tend  to  think  that  we  don’t  care  about  anything.  One  of  their  biggest 
complaints  is  that  we  don’t  share  their  passion  for  the  business.  When¬ 
ever  I  hear  tbi«;,  I  have  an  immediate,  visceral  reaction  of  outrage:  “How 
could  you  possibly  think  I  don’t  care  about  anything?  I  work  like  a  dog 

to  try  to  turn  your  visions  into  reality!”  and  headed  in  the  ri^t  direction.  Without  it,  they 


But  my  recent  work  has  given  me  a  deeper  un¬ 
derstanding  of  how  business  people  think,  and  Fve 
noticed  that  the  cues  that  tell  them  what  someone 
cares  about  ate  completely  different  from  outs. 

As  geeks,  we  can  tell  what  someone  cates  about 

by  lotting  at  what  they’re  working  on  and  payii^ 
attention  to.  Anyone  working  like  a  dog  must  be 

focused  on  a  particular  piece  of  code  probably 

cares  about  how  well  it  works  or  how  elegantly  it’s 
designed.  Someone  spending  a  lot  of  time  with  a 
piece  of  hardware  is  probably  corrrrrritted  to  stjtteez- 
ing  every  bit  of  performance  out  rf  that  investment. 

Someone  who  spends  a  ni^  scrubbing  a  require¬ 
ments  docirment  is  probably  esdted  about  the  idea 

of  solving  the  teal  busirress  problem  at  hand. 

But  nongeeks  don’t  recogrtize  hard  work  as  an 
expression  of  enthusiasm.  If  there  are  no  verbal  or 
emotrorral  signs  of  excitement  from  us,  they  cant 
feel  our  shared  commitment  to  a  project.  ’ITiey 
want  more  than  sigtts  that  we  understand  what 

we  feel  the  same  way  at  the  same  time  about  the 
same  thing.  It  won’t  matter  if  you  immediately 
immerse  yourself  in  the  project  and  spend  hours 
doing  research  or  codirrg  If  you  haven’t  given  the 
business  pet^e  anythirrg  that  they  interpret  as 
commitment,  they  will  not  be  aUe  to  sense  that 
their  passion  resonates  with  you. 

Arrd  for  husiness  people,  a  sense  of  shared 
enthusiasm  is  a  prerequisite  to  collabotation.  It’s 
I  how  they  know  that  we  are  all  on  the  same  team 


don’t  tnrst  trs.  And  without  trust,  we  have  Uttle 
hope  of  WOTkitjg  together  effectively. 

Urrfortrmately,  geeks  as  a  group  tend  to  present 
a  rather  low  aff^.  We  don’t  express  our  enthusi¬ 
asm  with  the  outwanl  show  that  many  business 

people  would  recognize,  and  to  a  certain  extent, 
vre’re  suspicious  of  those  who  are  openly  emo¬ 
tional  at  work.  We  prefer  Spock-like  commitment 
to  Kirk-like  gusto  and  hyperbole. 

But  if  we  want  to  collaborate  with  nongeeks, 
we’ve  gol  to  find  a  way  to  express  our  enthusiasm 
for  vdrat  we’re  doing  together. 

That  doesn't  mean  we  have  to  pretend  to  be 
someone  other  than  who  we  are;  inauthenticity 
woidd  tmdetmine  trust.  But  we  do  need  to  be  able 

can  recognize.  Perhaps  the  easiest,  most  relisiile  ap¬ 
proach  is  to  use  worrls.  We  can  say  things  that  eipiic- 
:  itlyptxnt  out  our  feelings.  Here  are  a  few  examples: 

“I  can  see  that  you  ate  passkritate  about  this, 
and  I’m  excited  about  it,  too." 

‘Tm  committed  to  meeting  these  objectives.” 

“I  really  believe  that  this  is  the  best  direction." 

"I  want  to  make  this  the  best  it  can  be.” 

“I’m  eager  to  see  this  take  shape.” 

These  are  things  that  they’ll  understand.  We 
don’t  need  to  jrrrrrp  out  of  out  seats,  throw  out  arnts 
in  the  air  and  shout  hallelujah,  but  r«e  tk>  need  to 

corrrmmiicate  to  them  that  we  are  corrrmitted  to 

the  same  things  that  they  are  and  that  we  feel  very 
strong  about  our  work.  Expressing  these  feelings 
opens  the  door  to  mutual  trust  and  coUaboratioo.  ♦ 


Career 

Watch 


Communications  Media  &  Speaker 
Training 


ict-ssaylVcpninradapresciita- 
tian  for  a  larie  trwip  of  collcaciics. 
I’ve  mastered  the  matciial  and  run 
tt  by  a  few  people  to  make  sure  it’s 
on  the  mark.  I’m  reminding  myself 
of  some  oM  advke:  Smile  and  make 
eye  contact  What  am  I  forgetting? 
Slouched  posture  can  telegraph  uncer¬ 
tainty  or  submissiveness.  Take  owner¬ 
ship  ol  any  room  with  the  "champion 
stance."  Whether  speaking  before  staff 
members,  at  a  board  meeting  or  at 
an  industry  conference,  you  will  look 
and  sound  better  with  good  posture.  A 
relaxed  yet  commanding  posture  helps 
you  project  confidence. 

The  champion  stance  is  easy  to  do. 
Start  by  placing  one  tool  in  front  of 
the  other.  Then,  stand  up  straight  with 
body  weight  resting  on  the  back  leg. 
Avoid  posilioning  feet  shoulder-width 
apart.which  locks  the  knees  in  place. 
Next,  drop  your  shoulders  back  and 
lift  your  chin  slightly.  Don’t  stick  your 
chest  out.  The  shoulder  drop  is  the 
secret  to  carrying  yourself  like  a  world 
champion. 

T1iii«s  like  making  pnscnUtioiK 
and  bckig  interviewed  for  a  iob  are 


stressful  for  many  people.  How  can 
a  person  manage  to  incorporate 
your  advice  on  physical  presence 
without  coming  off  as  a  stiff  au- 

douht  can  trigger  "speech  mode."  The 
telltale  sign?  of  speech  mode  are  weak 
eye  contact,  a  ramrod-straight  body 
and  a  rapid  speaking  pace.  Additionally, 
some  presenters  develop  tunnel  vision 
as  they  clamp  down  on  the  sides  of  the 
lectern.  The  only  movement  is  limited 
to  neck  turns  and  eye  darts.  Presenters 
caught  in  the  grip  of  speech  mode  are 
suffering  physically  and  emofionally. 

Upper  body  movement  and  hand 
gestures  relax  the  body  language,  are 
interactive  and  convey  enthusiasm. 
When  standing  before  an  audience, 
turn  to  face  the  individual  you  are 
talking  to.  Don't  just  turn  your  neck: 
rather,  look  at  the  person  by  turning 
from  the  waist.  Use  a  hand  gesture 
to  hand  off  a  thought.  Gestures  can 
underscore  central  points  and  are  a 
great  way  to  externalae  excess  energy 
or  anxiety.  Keep  the  gestures  round 
and  smooth.  Avoid  harsh  karate-chop 
jerks  or  flipping  the  wrists. 


An  Organization 
For  Mobile  App 
Developers 


A  new  professional  organization  for  mobile  ap¬ 
plication  developers,  the  Application  Devtlop- 
tra  AlUaiKa.  was  launched  earlier  this  month 
and  then  promoted  at  the  Consumer  Electronics 
Show  in  Las  Vegas.  The  ADA  currently  has  a  cou¬ 
ple  dozen  corporate  members,  which  are  sub¬ 
sidizing  the  600  or  so  independent  developers 
who  have  signed  up  and  currently  pay  no  fees. 

Jon  Potter,  former  executive  director  of  the 
Digital  kledia  Association,  is  leading  the  new 
group.  MtaMk^MMrMtfeatllnaamMrt 

kty  lervictc  IndiMl*  tlw  fbOowInr 

■  A  collaboration  network,  via  an  online 


■  Produtt-tesUng  facilities  offering  aaess  to 
multiple  platforms  and  tools. 

■  Discounted  and  free  tutorials  on  trends  and 
technologies,  as  well  as  structured  training  and 
certification  programs. 

■  Discounted  hosting  and  cloud  services  via 

Lobbying  for  government  policies  to  help  devel- 
opeis  is  also  expectedto  be  part  of  the  initiative. 
There’s  developer  interest  in  privacy  [policies' 
as  well  as  in  intellectual  property  policies  pertain¬ 
ing  to  patents  and  copyrights.  Potter  said.  The  al¬ 
liance  will  also  address  mobile  broadband  policy. 
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Christine 
Jahnke 

The  president  of  Positive 
Communications  Media  &  Speaker 
Training  (und  author  o/The  Well-Spoken 
Woman  says  body  language  is  important 
in  publie  speaking  and  job  interviews. 


Ufi  say  rve  pnparad  a  prasenU- 


It  liy  a  fiw  ptofilc  to  mala  sw 


stance."  Wtwther  speaking  before  staff 
members,  at  a  board  meeting  or  at 
an  industry  conference,  you  will  look 
and  sound  better  with  good  posture.  A 
relaxed  yet  commanding  posture  helps 
you  projea  confidence. 

The  champion  stance  is  easy  to  do. 
Stan  by  placing  one  foot  in  front  of 
the  other.  Then,  stand  up  straight  with 
body  weight  resting  on  the  back  leg. 


apart,  which  locks  the  knees  in  place. 
Next,  drop  your  shoulders  back  and 
lift  your  chin  slightly.  Don't  stick  your 
chest  out.  The  shoulder  drop  is  the 
secret  to  carrying  yourself  like  a  world 


fegtamtandtorijobara 


your  advice  on  physical  presence 


tonecktumsandeyedarts.  Presenters 
caught  In  the  grip  of  speech  mode  are 
suffering  physically  and  emotionally. 

Upper  body  movement  and  hand 
gestures  relax  the  body  language,  are 


when  standing  before  an  audience, 
turn  to  face  the  individual  you  arc 
talking  to.  Don't  just  turn  your  neck; 
rather,  look  at  the  person  by  turning 
from  the  waist.  Use  a  hand  gesture 
to  hand  off  a  thought.  Gestures  can 
underscore  central  points  and  are  a 
great  way  to  externalize  excess  energy 


MARKETPLACE 


Desktop  wHh  Spider 
Network  with  Spider 
Pubiish  (portable  media) 
Web  wHh  Spider 
Engine  for  Win  &. NET 
Engine  for  Linux 


Ask  about 

fully-functional 

evaluations! 


-  ^ - 1^*  The  Smart  Choice  for 

Text  Retrievaf  since  1991 

Instantly  Search  Terabytes  of  Text 


Highlighte  hits  in  a  wide  range  of  data,  using  dtSearch's 
own  file  parsers  and  converters 

•  Supports  MS  Office  through  2010  (Word,  Excel,  PowerPoint, 

^  Access),  OpenOffice,  ZIP.  HTML,  XML/XSL,  PDF  and  more 

•  Supports  Exchange,  Outlook,  Thunderbird  and  other 
popular  email  types,  including  nested  and  ZIP  attachments 

•  Spider  supports  static  and  dynamic  web  data  like  ASP.NET, 
MS  SharePoint,  CMS,  PHP,  etc. 

•  API  for  SQL-type  data,  including  BLOB  data _ 

25+  fuil-text  and  fieided  data  search  options 

•  Federated  searching 

•  Special  forensics  search  options 

•  Advanced  data  classification  objects 

APIs  for  C++,  Java  and  .NET  through  4.x 

•  Native  64-bit  and  32-bit  Win  /  Linux  APIs;  .NET  Spider  API 

•  Content  extraction  only  licenses  available _ ^ 
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Our  company  Mystery  Guest  Inc.  has  a  vacancy 
in  our  office  for  the  post  of  a  team  player  and  a 
shopper. 

Requirements  include  being  computer  literate,  24 
hours  access  to  the  internet  on  a  weekly  basis  and 
must  be  efficient  and  dedicated. 


If  you  are  interested  and  need  more  information, 
contact  Nick  Evarsman, 

Email:  mymistery.hoffan2220gmail.com 
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Find  your  ideal  job  at  www.ITCareers.com. 
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this  box?'  He  said.  'Yes.  that's  fine,' 
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since  -  leaving  the  door  open  all  day. 
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Around  the  world,  the  rapidly  expanding  use  of  smartphones 
and  tablets  is  turning  into  a  transformational  trend  —  for 
enterprises  and  consumers  alike. 

On  the  plus  side,  the  rush  to  niobile  is  driving  adoption  of  BYOD 


(bring  your  own  device)  policies,  mobile.only 
communications,  unibed  communications  and 
powerful  cloud-based  services.  But  2012  is  also 
likely  to  be  the  year  when  mobile  gets  away  from 
large  enterprises.  IT  shops  desperately  need 
mobile  management,  internal  app  libraries  and 
well-thought-out  mobile  security  systems. 

The  mobile  industry  makes  mobile  management 
for  enterprises  difficult  by  bedeviling  consumers 
with  rampant  device  proliferation,  frequent  operat- 
ittg  system  upgrades,  contract  lock-ins  and  nearly 
nonexistent  customer  service.  Enterprises  have 
little  choice  but  to  let  much  of  that  mess  through 
the  door  as  they  agree  to  BYOD  policies. 

“BYO  is  a  principle  that  most  orgarrixations 
will  adopt,  and  [they]  must  prepare  for  this 
chartge,"  said  Gartner  arralyst  Nick  fortes.  CIOs 
must  prepare  BYOD  programs  “sooner  than  they 
realize,"  he  said.  Of  course,  when  you  allow  three 
or  four  mobile  platforms  and  a  never-ending 
stream  of  smartphone  and  tablet  models,  your 
management  and  security  crmcems  multiply 
sigtrificantly.  And  the  tide  of  smartphones  keeps 
rising.  Gartner  predicts  that  sales  smartphones 
to  end  users  will  bit  645  million  in  2012,  up  from 
461  million  in  20ri. 

What’s  driving  adoption  on  such  a  large  scale? 
For  one  thing,  communication  habits  ate  evr^ving 
horn  batch  mode  to  near  real-time.  And  mobile 
is  irrunediate.  It’s  about  cottunimication  r^t 
now.  People  carry  smartphones  everywhere  attd 
use  them  for  everything.  They  often  prefer  their 
phones  to  larger  devices  that  idle  nearby.  It’s  im¬ 
mediacy  that’s  making  srttartphones  dominant. 

I  think  we  can  expect  the  smartphone  to 


become  the  primary  communication  and  comput¬ 
ing  device.  Smartphone  cirstomers  demand  much 
higher  service  levels  than  cellphone  subscribers. 
The  successful  mobile  vendors  are  likely  to  be  the 
customer-focused  ones.  And  companies  that  focus 
on  customers  might  want  to  consider  these  points: 

Two-year  contracts  are  not  wliat  antmncfs 
want,  and  monthly  charges  are  out  of  whack.  My 
guesstimate  is  that  the  typical  monthly  charge  for 
a  smartphone  with  data  and  texting  is  $100  in  the 
U.S.,  which  leaves  a  lot  of  people  out  in  the  cold. 

Handset  makore  Should  buHd  one  or  two  great 
smartphones  a  year  Instead  of  a  boatload  of  con¬ 
fusing  choices.  Take  a  cue  from  Apple  and  stand 
up  to  the  carriers  that  want  phones  built  to  their 
specs  (wireless  radios  aside).  Many  smartphone 
manufacturers  act  alrtrost  like  OEM  ptovklers 
to  the  carriers.  Smartphones  are  also  far  too 
expensive.  Manufacturers  and  carriers  drive  up 
the  retail  prices.  It  can  cost  mote  to  replace  a  lost 
smartphone  than  it  does  to  buy  an  iPad. 

Platform  providers  should  think  through  tbo 
contexts  of  the  user  expcrlonca  very  carefully. 
Tiny  touch  screens  need  well-conceived  user  inter¬ 
faces.  Virtual  keyboards  need  to  be  more  usable 
than  they  are.  Extensive  usability  testing  and  user- 
focused  development  are  the  keys  to  success.  And 
—  Ajqrle,  take  note  —  my-way-ot-tbe-highway 
user  experiences  are  not  the  foture.  There  should 
be  room  for  user  preference  and  customization. 

When  you  look  at  the  fact  that  Microsrrff ,  Apple 
and  Goo^  are  competing  head-to-head  to  build 
the  best  mobile  operating  systems,  it’s  clear  that 
mobile  is  a  phenomenon.  I’d  call  it  the  next  big 
thir^  but  it’s  already  here.  ♦ 
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